YOMAL PRAVEEN
Cyber Security

+94(76) 873-1437 B yomalpraveen614@gmail.com ﬂ https:/www.linkedin.com/in/yomal-praveen-28239b216/

& EDUCATION

Jan 2021 — Dec 2024 BSc (Hons) in Information Technology (Cyber Security) - Year 4
Sri Lankan Institute Of Information Technology (SLIIT)

& PROFESSIONAL EXPERIENCE

Nov 2023 — present Associate Cyber Security Analyst
Halexo IT Staffing
e Worked on a 24/7 roster as a part of the cyber security analyst team.
¢ Used the Stellar cyber portal (SIEM) to monitor for attacks, intrusions, and unusual,
unauthorized, or illegal activity.
o Investigate security alerts and provide incident response

Feb 2023 — Nov 2023 SOC Analyst - Intern
N-able Private Limited
 Used Sentinel One EDR, Imperva WAF, Crowdstrike EDR for Identifying, analyzing, and
reporting relative cyber threat intelligence
¢ Producing daily cyber threat analysis reports served as a means to stay informed about
emerging cyberattacks.

Jan 2022 — Jul 2022 DevOps - Intern
iLabs
e Managed AWS production systems to ensure availability, performance and security.
¢ Set up and maintain monitoring and alerting tools.
o Automating needed tasks with Bash.

& PROJECTS

Ethical Webcam Monitoring Tool (Python)
A webcam monitoring app with user consent and real-time photo sharing via Telegram bot.

Financial Image Classification using CNN 7
Developed a model to improve financial image classification accuracy and data integrity.

Risk Assessment Report
Led a team to develop a Risk Assessment Report focused on cybersecurity using Octave Allegro.

Online bookstore (HTML 5, Java Script, PHP, Mysql, CSS.)
A website to browse and order books online, create and view user profile, add items to a shopping cart.

¢ CERTIFICATES

Network Security Associate NSE Fortinet
NSE1/NSE2

Foundations of Operationalizing MITRE ATTCK
MITRE ATT&CK

Foundation Level Threat Intelligence Analyst =
ArcX

Introduction to Cyber Security @
CISCO

Introduction to Critical Infrastructure Protection 7
OPSWAT Academy

Python for Beginners
University of Moratuwa

Stellar Cyber Certified Associate (Ongoing)

Azure Fundamentals - AZ 900 (Ongoing)
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